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Mr. Chairman, Subcommittee Members and staff: | am very pleased to appear before you today to discuss
DARPA'’s strategic plan, and to highlight a selection of DARPA’s FY 2002 programs.

I ntroduction

Let me refresh your memory concerning DARPA’s strategic plan. DARPA’s mission continues to be to act as
the technical enabler for radical innovation for national security. We are pursuing three main mission areas that
have endured since DARPA'’s founding in 1958, even as individual technologies change. DARPA’s enduring
mission areas are:

e To find technical solutions to National-Level Problems. The Agency’s priority is on problems that may
impact our national survival.

e To bethe technical enabler for the innovation required for our warfighters to achieve dominance across the
range of military operations— Operational Dominance.

e Todevelop and exploit high-risk Core Technologies for our Nation’s defense.

In the area of National-Level Problems, DARPA’s programs are focused on biological warfare defense and
information assurance and survivability. The biological warfare defense effort is developing therapeutics
countermeasures, advanced sensors, advanced diagnostics, air and water purification devices, and genetic
sequencing codes for potential biological threat agents. In the area of information assurance and survivability,
DARPA is developing technologies to raise strong barriers against cyber attack and provide commanders with
mechanisms to see, counter, tolerate and survive sophisticated cyber attacks. DARPA invests approximately 15
percent of its annual budget in this mission area.

In the area of enabling Operational Dominance, DARPA is investing in technologies and systems for
affordable, precision moving target kill for both offensive and defensive missions and dynamic command and
control capabilities for mobile networks and near-real-time logistics planning and replanning. Other programs
include technologies and systems that will enable future warfare concepts for air, space, land and sea.

We believe that one key to Operational Dominance will be combined manned and unmanned operations — this
will give the future U.S. military an overwhelming edge. Our investments in advanced, high-speed networks,
complex system design and operation, wireless communications, microcircuits that combine information
technologies and biological systems, and other areas, will enable the U.S. to conduct successful combined manned
and unmanned military operations. Providing this technical edge is the key to our involvement with the Army in
developing Future Combat Systems (FCS). Our vision for FCS is revolutionary — a network-centric land warfare
system of systems composed of manned and unmanned nodes. It will give the U.S. a capability that no other nation
pOSSesses.

Our Unmanned Combat Air Vehicle (UCAV) programs are another example of our Operational Dominance
investments. We are working jointly with the Air Force and the Navy to develop autonomous unmanned systems
that will be able to work with manned aircraft to effectively and affordably suppress enemy air defenses, and for the
Navy, also conduct surveillance missions. With these systems, the U.S. will be able to use an unmanned aircraft for
dangerous operations rather than put pilots at risk. The unmanned system will operate autonomously within the
rules of engagement, in association with manned aircraft, to prosecute its mission. It will not be fire and forget —
humans will maintain command and control throughout the mission, and the vehicle will return to base to be used
again. Thiswill truly be arevolutionary capability.

The U.S. aso must have Operational Dominance in space. The Orbital Express program is developing
technologies to alow the autonomous rendezvous, refueling and repairing of satellites on-orbit. This will give us
unprecedented abilities to upgrade our space-based assets.

Approximately 40 percent of our annual budget is invested in the Operational Dominance mission area.



DARPA’s Core Technology investments include information technology, microsystems technologies, materials
technologies, micro-electromechanical systems, beyond silicon complementary metal oxide semiconductor (CMOS)
technologies, and investments that combine biology with DoD’s traditional strengths in information technologies,
electronics, optoel ectronics, sensors, and actuators. It isthe results of all of these investments that will allow DoD to
build systems and capabilities for future operational dominance. In addition, investments in these core areas provide
DARPA with aunique outreach into commercial and dual-use technology.

DARPA’s investments in information technologies will provide information superiority to the DoD through
revolutionary advances in embedded and autonomous systems software; high performance computing components;
advanced networking; seamless computer interfaces for the warfighter; ubiquitous computing and communications;
and agent-based systems.

In addition, DARPA is investigating chip-scale microsystem technologies that integrate the core technologies of
electronics, photonics (light) and micro-electromechanical systems (MEMS). This chip-scale integration offers
substantial new opportunities to revolutionize and miniaturize communications, targeting and analytical systems, as
well as sensors.

DARPA invests approximately 40 percent of its annual budget in the Core Technology mission area.

I will now go into more detail about DARPA'’s investments in currently ongoing and planned programs. The
Department is in the middle of a strategy review and a Quadrennial Defense Review. As these reviews complete,
we may propose changes to some of the details of these efforts. So, with that understanding, I'll launch into an
overview of our programs.

Technical Solutionsto National-L evel Problems

DARPA’s charter is to solve national-level technology problems, foster high-risk, high-payoff military
technologies to enable operational dominance, and avoid technological surprise. In today's world of emerging
asymmetric and transnational threats, our concern focuses on two principal national security issues: protection from
biological warfare attack and protection from information attack.

PROTECTION FROM BioLOGICAL WARFARE ATTACK

A clear and growing national security need is protection of our military forces from
biological warfare attack by both military and terrorist organizations. DARPA’s god is
to deter or thwart such attacks with a Biological Warfare Defense thrust focused on
sensors, medical diagnostics and countermeasures, air and water purification, pathogen
genetic sequencing, building protection, and consequence management.

Sensors

To detect the presence of a threat agent, DARPA isinvesting in the development of
advanced Bio Sensors that are robust, autonomous, fast, and sensitive to multiple
biologica warfare agents. DARPA’s mass spectrometer holds the promise of
extraordinarily fast and robust identification of all known biological warfare pathogens.
The first-generation prototype was evaluated in field trials last year against simulants;
based on these trials as well as other technology development, we are now making design
and engineering modifications to develop a robust and automated identification and
detection capability using time-of-flight mass spectrometry. The program is aso
developing a nuclei c-acid-based microarray sensor to integrate and automate DNA/RNA

“We will work to defend
our people and our allies
against growing threats:
the threats of missiles;
information warfare; the
threats of biological,
chemical and nuclear
weapons . . . . We will be
creating the military of
the future, one that takes
full advantage of
revolutionary new
technologies . . . .”
--President Bush,
January 26, 2001

isolation, labeling, and hybridization procedures into a single platform. The program has already developed a first-
generation sensor designed to determine whether anthrax is present, to enable fast separation of hoaxes from real
threats. We are evaluating the sensor’ s performance this year for possible transition to a number of partners, and we
are developing an improved, hierarchical sensor in FY 2002.



Another part of the sensor program is investigating whether it is possible to build sensors around cells or pieces
of tissue to alert us to the presence of atoxic environment. These Tissue Based Biological Sensor (TBBS) systems
use the physiological response of biological cells and tissues to detect biological or chemical threats. The TBBS
program is fabricating new devices based on high-density microarrays to detect the presence of engineered agents
(or as-yet unidentified threats) for which there are no antibodies or genetic sequences. We constructed |aboratory
prototypes in FY 2000, including an integrated chip microarray that incorporates liver tissue and measures liver
response following exposure to biological agents and chemical toxins. We then took hand-held systems that
incorporate electrically active cellsinto the field at the U.S. Marine Corps base at Twentynine Palms, CA, and tested
portable life support systems to provide on-site support for these systems. In FY 2001, we are continuing
development of these systems to screen them against awider list of chemical and biological threats and to determine
the limits of sensitivity, false alarm rates, and the effects of interferrants. The Metabolic Engineering for Cellular
Stasis (MECS) program complements TBBS efforts. It is investigating biological practices that allow organisms to
adapt to environmental extremes and is using those practices to engineer new cellular systems such as platelets and
red blood cells. In FY 2000, MECS researchers demonstrated dramatic improvements in the stability of cells by
genetically engineering them to increase their resistance to drying for storage. In FY 2001, the program is designing
and testing cell and tissue systems that reliably report on viral and bacterial exposures and investigating key sensor
features to minimize false positives and maximize signal strength.

Medical Diagnostics and Countermeasures

In the event of a biological attack, the U.S. will need to identify those who have been exposed to a biological
warfare agent and to distinguish them from the “worried well,” as well as from those with natural diseases that
might require different treatment. Therefore, identifying disease markers that can serve as rapid indicators of
exposure is one of the focus areas of the Advanced Medical Diagnostics program. One group at Stanford
University is looking for genetic markers by testing human cell cultures exposed to a variety of infectious disease
agents and other stimuli. In FY 2000, the researchers identified a number of human genes that are selectively turned
on or off in response to infection, and in FY 2001, they are testing for these markers in clinical settings such as
hospitals. Another activity in this program is identifying markers in breath that may be used to determine who has
been exposed to a potential pathogen. In FY 2001, the program identified specific biochemical markers using non-
invasive mass spectroscopy that can provide critical information from breath samples. Future studies will ook for
these markers in breath in models of pathogen exposure (in model systems). In FY 2001, we made significant
progress in establishing diagnostic detection equipment based on antibody detection of pathogens. The program
transitioned this time-resolved fluorescence technology to the Centers for Disease Control, and it is now being
validated for use in public health facilities, the system has been tested against a number of biological pathogens.
Rapid sequencing techniques also progressed significantly in FY 2001, and the program is transitioning results to the
private sector for further development.

The Unconventional Pathogen Countermeasures (UPC) program is developing broad-spectrum
countermeasures for threat pathogens. This includes anti-viral and antibiotic drug discovery and development as
well as vaccinations. Three UPC projects, plant-based vaccine production, optimized vaccine development using
gene-shuffling, and optimization of novel antimicrobial therapeutics, have succeeded in initial DARPA experiments,
and we are transitioning them to the U.S. Army Medical Research Institute for Infectious Diseases (USAMRIID) for
further development. In addition, the U.S. Army Ingtitute for Surgical Research, Fort Sam Houston, is evaluating
skin decontamination by nanoemulsion technology. In FY 2001, we anticipate transitioning other successes to
USAMRIID, including novel antibiotic therapeutics, antibiotic target methodologies, and novel DNA vaccines and
platforms. A novel vaccine enhancer developed under the UPC program is likely to transition to the Centers for
Disease Control or USAMRIID later this year. By FY 2002, we expect to have additional programs ready for
transition including vaccine candidates, novel enzyme antibacterial therapeutics, and new approaches to using
computers to accelerate the process of discovering therapeutics.

Building Protection
In addition to the component technologies, DARPA is developing complete systems solutions to counter the

biological warfare threat. The goal of the Immune Building program, which is just getting underway in FY 2001,
is to make military buildings far less attractive targets for attack by chemical or biological warfare agents by



reducing the effectiveness of such attacks via active and passive response of heating, ventilation and air conditioning
systems and other building infrastructure (neutralization, filtration, etc.). This ambitious goal can only be achieved
through a combination of technology development and systems-level experimentation. The program is leveraging
earlier efforts in these technologies — for example, decontaminating foams and novel materials that can be used for
both chemical and biological filtration — and extending them for use in this application. The program is also
developing new component technologies specifically for this application, such as new gaseous decontamination
techniques that can follow the contaminant into the small, inaccessible spaces within buildings, specialized low-
pressure-drop filtration for use at return vents, and high-efficiency/long-lifetime sources of ultraviolet radiation for
on-the-fly neutralization of agents. In addition, several industry teams are evaluating candidate architectures for
building protection systems. In FY 2002, the program will test successful technologies and prototypes as parts of
complete protection systems, and we will evaluate the most promising architectures experimentally at full scale, asa
first step in the design of “optimal” protection systems.

Air And Water Purification

Clean air and water are crucia to the sustained operation of our Military Services in the event of a biological
and chemical warfare attack. To-date, our program in Air and Water Purification has demonstrated encouraging
results. Warfighters must be able to obtain potable water quickly — their water purification devices and beverage
containers must be integrated in order to work and pack away together. One project, the New Generation Hydration
System, will produce microbiologically safe drinking water and beverages from sources of unknown quality and will
provide an efficient storage and delivery system for hands-free, on-the-move hydration.

One of the program’s key design objectives is to be able to purify all available water sources in the field,
including desalinating seawater. We plan to meet this requirement by developing a forward osmosis membrane.
The program has completed proof-of-principle experiments showing technical feasibility. During the remainder of
this year, the program is optimizing the components of the system, e.g., increasing the water flux through the
membrane and demonstrating removal of volatile organic compounds and other harmful contaminants from the
water. In FY 2002, the program will make the system more rugged and will integrate the forward osmosis
component with a standard military hydration bag (such as a Camelback). The Marine Corps plans to transition
DARPA’s New Generation Hydration System as an official enhancement program.

The Air and Water Purification program is also developing pioneering approaches for advanced gas mask
filters. Today’s masks have higher-than-desirable breathing resistance, and their capacity (the period of time they
effectively filter) islimited. Recently, we have demonstrated the proof-of-principle that microfibrous carriers make
better use of carbon to adsorb chemical agents and that they accomplish this with an inherent particulate filtration
capability. For the next two years, our work is aimed at reducing the pressure drop by at least a factor of two over
current C2A 1 canisters, while maintaining the equivalent period of time the filters operate effectively.

PROTECTION FROM INFORMATION ATTACK

The United States possesses limited capahilities to protect against sophisticated cyber attacks. Defending
against distributed, coordinated attacks requires technology and infrastructure that commercial industry is not
developing. To address this challenge, DARPA initiated the Third Generation Security (3GS) suite of programs
to defend the Defense Department’ s advanced information systems. The goals of these programs are to raise strong
barriers to cyber attack and provide commanders with technology to see, counter, tolerate, and survive sophisticated
cyber attacks.

In FY 2000, the 3GS suite of DARPA programs made significant progress toward these goals. These programs:

e Developed and demonstrated techniques to detect malicious code and confine damage caused by mobile
malicious code;

e Identified survivability principlesto allow continued operations through awide class of cyber attacks;

e Developed distributed security technologies to overcome the limitations of perimeter defense strategies
(i.e., firewalls);



e Developed intrusion detection and correlation techniques to enable detection of certain kinds of stealthy
network-based attacks and to reduce the overwhelming numbers of security alerts that operators face by
recognizing actions that are part of significant multi-step attack scenarios; and

e Developed modeling techniques to determine how the effects of attacks or defensive responses might
impact the system’s continued ability to perform mission-critical functions.

In FY 2001, the 3GS programs are integrating evolving security technologies to achieve automatic defense,
assess correlated attacks, achieve preliminary situation understanding, improve tolerance against intrusion, obtain
better assessments of damage and containment, and develop a hardened core. DARPA is using experimentation and
technology transition partnerships with operational commanders to evaluate these advanced defensive technologies
and transition them to warfighters. Also this year, conceptua system definition studies will begin to apply the
results of the 3GS programs to make the DoD’ s Global Information Grid (GIG) more survivable in the face of cyber
attacks. In FY 2002, the suite of programs will use previous system concept studies to design both a survivable
prototype of an exemplar GIG system and a Cyber Panel for monitor and control. Next year, the program will:

e Demonstrate the ability of mission-critical systems to operate through cyber attacks;
e Develop anew family of protocolsresilient to both service denial and traffic analysis;

e Develop techniques for detecting and correlating disturbances across large networks to allow response to
widespread attacks in real time; and

e Develop and demonstrate tools for selecting and carrying out collective defensive actions in response to
correlated cyber attacks.

Enabling Operational Dominance

DARPA is the technical enabler for the revolutionary innovation required for our warfighters to achieve
Operational Dominance — dominance across the range of military operations. DARPA is emphasizing development
of technologies and systems to enable affordable, precision, moving target kill for both offensive and defensive
missions. We are also developing technologies and systems to provide dynamic command and control capabilities
to our commanders, including the advanced communications and mobile networking technologies necessary for
assured communications and information superiority. Other programs focus on technologies to alow planning and
replanning in near-real-time. Lastly, DARPA is investing heavily in technologies and systems that will enable
future warfare concepts for combined manned and unmanned operations, and operations in space, on land, at seaand
inthe air.

AFFORDABLE, PRECISION, MOVING TARGET KILL

Current approaches to engaging time-critical surface moving targets include area-of-effect munitions and man-
in-the-loop targeting. These approaches traditionally involve large, very expensive weapons, the potential for large
collateral damage, and, often, the requirement to put the warfighter in harm’s way. DARPA is responding by
developing low-cost, highly capable weapons networked to a variety of airborne sensors for offensive and defensive
missions, advanced sensors capable of detecting targets hidden in foliage, and camouflage and broadband antennas
that can be electronically reconfigured.

The Affordable Moving Surface Target Engagement (AMSTE) program is developing technologies to make
it feasible and practical for the warfighter to precisely, rapidly, and affordably engage individual moving surface
vehicles. The program will demonstrate that, without expensive modifications to existing and planned systems,
networked sensors and weapons can be integrated to provide robust, precise standoff engagement of moving surface
targets. In FY 2000, the AMSTE program completed a series of weapon system trade studies that evaluated
AMSTE component architectures, developed and performed real-time laboratory experiments to assess the accuracy
and robustness of fire control algorithms using radar data collected from multiple airborne sensors, and completed
detailed system designs of an experimental AMSTE system. These studies demonstrated the feasibility of the
AMSTE concept and identified critical supporting technologies requiring further development and maturation. In



FY 2001, the AMSTE program awarded two contracts, to Northrop Grumman Corp. Integrated Systems Sector
(Melbourne, FL) and to Raytheon System Co. (El Segundo, CA), to develop and assemble prototype AMSTE
experimental systems (representative radar sensors, data links, and weapons) for live flight experimentation. At the
end of thisyear, a series of developmental flight experiments will culminate in the delivery of GPS-guided precision
weapons against moving vehicles, targeted by standoff networked sensors using AMSTE precision fire control
techniques. Further experimentation with the AMSTE system is planned for FY 2002, and the program will develop
and incorporate critica enhancements to address high-confidence track maintenance in highly cluttered
environments.

The Advanced Tactical Targeting Technology (AT3) program is developing and demonstrating technologies
that will radically improve today’s capability to target surface-to-air missile (SAM) threats through the use of
networked, next-generation electronic support measures systems. AT3 enables the rapid and accurate targeting of
precision-guided weapons to counter the modern, more capable enemy SAM systems, which are using increasingly
sophisticated tactics such as early emitter shutdown, making them particularly challenging targets. In FY 2000, the
program successfully completed initial software algorithm development, non-real -time flight tests, test data analysis,
and a critical design review. The data collections focused on a few critical issues: platform-to-platform
decorrelation from electronically or mechanically scanned systems, multipath, and geolocation performance. Using
realistic emitters, we conducted these tests with a combination of legacy hardware, new AT3 hardware, and off-the-
shelf navigation solutions, and all technical objectives were achieved. The successful conclusion of the testslaid the
foundation for our continuing development work in AT3. DARPA has selected Raytheon Defense Systems
Company (Tucson, AZ) to conduct the program’'s second phase. This year, the program is fabricating AT3 test
hardware, conducting hardware-in-the-loop and ground tests, and continuing software algorithm development. In
FY 2002, the program will complete real-time flight tests of the AT3 packages against real threats, anayze the test
data, and continue software algorithm development based on the collected flight-test data.

A new generation of collection systems will provide dramatically increased volumes of high-fidelity data to the
operational decision-maker. The challenge will be to manage and synchronize these advanced collection systems
with tasking, processing, exploitation, and dissemination capabilities to provide critical information in a constantly
changing operational situation. The Advanced ISR (Intelligence, Surveillance, and Reconnaissance)
Management (AIM) program is providing the technical foundation for ISR support through the development of an
automated system to optimize the tasking of ISR assets to meet users' needs. The AIM program is developing and
advancing technologies in areas of multi-node collaboration, semi-automated reasoning, and mathematical
programming. The resulting AIM capabilities will transition to DoD automated planning and command, control,
communications, computers and ISR (C4ISR) migration systems as appropriate. In FY 2001, the AIM program is
installing the Multi-Asset Synchronizer at the U.S. Southern Command to participate in Exercise Unified Endeavor.
AIM is providing enhanced coordination and visualization of multiple diverse collection assets, enabling collection
managers to assess the utility of the technology and to provide valuable feedback to guide further development. In
FY 2002, AIM capabilities will be further extended to provide near-real-time re-tasking of assets to respond to
contingencies and to maximize exploitation system product value.

The goal of the DARPA Counter Camouflage, Concealment, and Deception (Counter CC&D) programisto
mature and demonstrate a foliage penetration (FOPEN) synthetic aperture radar (SAR) to provide the warfighter
with all-weather, day/night capability to detect targets hidden by foliage and camouflage. In FY 2000, the FOPEN
SAR was installed on an Army RC-12 aircraft, and the program conducted preliminary flight tests to validate the
real-time image formation software and verify that the system could provide the required image resolution and
sensitivity. This year, the FOPEN SAR has demonstrated excellent image quality in the VHF and UHF bands and
will complete the preliminary RC-12 flight tests by imaging vehicles hidden under foliage at Camp Navajo, AZ, to
establish the capabilities of single-pass and change-detection algorithms. In FY 2002, the RC-12 FOPEN SAR will
fly an extensive series of flights to collect the data necessary to train, test, refine and validate algorithms in different
foliage environments. The program will also conduct experiments to determine the ability of FOPEN SAR to
perform terrain mapping and terrain characterization.

The Symbiotic Communications program will develop a passive, al-weather airborne system that can produce
real-time high-resolution synthetic aperture radar images, and very accurate (National Imagery and Mapping
Agency level four) terrain height maps, categorize terrain (for example trees versus roads), and detect and locate
dowly moving ground vehicles. This system is a passive, bistatic receiver, making it difficult for adversaries to



detect and counter the system. This approach will allow our warfighters to gather the battlespace data they need
without putting themselves at risk. In FY 2001, an expert Government team and two contractor teams will develop
system concepts and ground-based experiments to validate technical feasibility and to refine performance
predictions. In FY 2002, the two contractor teams will conduct early flight tests, achieve radar processing of signals
of interest, and demonstrate bistatic synthetic aperture radar processing.

DARPA is concerned about the threat of attack by large numbers of low-cost air vehicles — from
unsophisticated cruise missiles to small fixed-wing aircraft. This asymmetric threat can emerge very quickly, and
there are many ways an adversary can acquire such athreat, e.g., manufacturing them indigenously, importing them
from other countries, or converting existing assets. Initiated in 1996, the goal of the Low Cost Cruise Missile
Defense (LCCMD) program is to develop aviable, affordable option for countering such an attack without resorting
to our current inventory of interceptors (designed for far more sophisticated threats) and running the risk of being
overwhelmed by sheer numbers of attacking platforms. The LCCMD program is developing and demonstrating
affordable seekers for use on a low-cost interceptor system. Seekers represent approximately two-thirds the cost of
atypical interceptor system. Last year, the program conducted laboratory testing of alaser radar seeker and a novel
microwave-frequency noise radar seeker. In FY 2001, the program is conducting field-testing of the noise radar
seeker and initiating development of an affordable micro-electromechanically switched electronically scanned array
(MEMS ESA) seeker. In FY 2002, the program will complete a preliminary design of the MEMS ESA seeker and
fabricate subassemblies of its antenna system. The U.S. Army Space and Missile Defense Command has expressed
great interest in this program, and has funded an effort this year to evaluate low cost cruise missile defense options.

The Real Time Battle Damage Assessment (RT-BDA) program is